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Abstract—Switching a communication path from one Access In addition, in multi-rate WLANS, although a rate adaptation
Point (AP) to another in inter-domain WLANs is a critical  function changes transmission rate in response to wireless
challenge for delay-sensitive applications such as Voice OVer|ink condition. low transmission rate occupies more wissle
IP (VoIP) because communication quality during handoff (HO) ’ - . .
is more likely to be deteriorated. To maintain VolP quality re_sources than_ahlghtransm|53|0n r_ate_. Thus, comparbdwit
during HO’ we need to solve many probiemsl In particuiar, in h|gh transmission I’ate, a low transmission rate tends teecau
bi-directional communication such as VoIP, an AP becomes a congestion at an AP. Therefore, to maintain VOWLAN quality,
bottleneck with the increase of VoIP calls. As a result, packets ywe need to develop an HO strategy considering these two
gueued in the AP buffer may experience a large queuing delay factors in WLANS.

r ket | t ffer overflow, ther ing th . .
gegeggaﬁonozfsi'/so|gugu;i§ﬂof thcé i/lo%ilé Ngdeel;y('\c/l?\iuss) s%de.e So far, many researchers have studied HO. strateg|es: Al-
To avoid this degradation, MNs need to appropriately and though most of them focus on the mechanism to switch
autonomously execute HO in response to the change in wirelesswireless networks, they do not sufficiently study an HO
network Conditio_n, i.e., the deterioration Of wireless link quality Strategy Considering both wireless network condition and
and the congestion state at the AP. In this paper, we propose an cnaracteristics of an application. In a bi-directionalltrae
HO decision strategy estimating AP queue length at an MN and S .
exploiting frame retries to maintain VolP quality during HO. Commun'cat'on Suc,h as VoIP, packets queued in the AP buf_fer
experience a queuing delay or packet loss, thereby regultin
|. INTRODUCTION in degradation of VoIP quality for MN. However, a common
Wireless LAN (WLAN, IEEE802.11a/b/g) has been thé\P, which has already spread, does not have a mechanism
dominant wireless network and is extensively deployedyoddo report the congestion state to MNs. Thus, MNs needs
Meanwhile, there is a huge demand for Voice over IP (VoIR) estimate the occurrence of the congestion at the AP for
service over WLANs. However, delivering VoIP over WLANsavoiding degradation of VoIP quality.
(VOWLANSs) has many challenges because VoIP is a delayln this paper, first, we study a method to estimate AP queue
and packet loss sensitive application. In some metropolitiength at an MN side to detect the congestion in a WLAN.
areas, WLANSs (WiFi hotspots) have already provided Intern&hen, we propose a new HO strategy method considering
connectivity to many mobile nodes (MNs) everywhere. In suchireless network conditions, i.e., the deterioration ofeléss
an environment, the MNs are likely to traverse several WLANBIK condition and congestion at the AP. Finally, we show
with different IP subnets during a VoIP call because the cothe effectiveness of our proposed method through simulatio
erage of individual WLAN is relatively small. Consequentlyexperiments.
VOWLAN quality could be drastically degraded due to the
severe wireless network condition caused by the increase of
the number of the MN and the movement of MN. Therefore, Many HO decision strategies have been studied for various
to maintain VOWLANs quality, MNs need to appropriatelylayers of the protocol stack where network and transport
and autonomously execute handoffs (HOs) in response to thgers are most widely studied. Mobile IP [1] is a network
wireless network condition. layer scheme utilizing and relying on network infrastruetu
In a mobile environment, typically, two main factors degradHowever, an HO process in Mobile IP takes a significant
VOWLAN quality: (1) degradation of wireless link quality andtime period including the period for acquisition of the IP
(2) congestion at an access point (AP). First, as an MN freedgdress in a new WLAN and binding update to a Home
moves across WLANSs, the communication quality degradégient and a Corresponding Node (CN). On the transport layer,
due to the fluctuation of wireless link condition. Secondnobile Stream Control Transmission Protocol (mMSCTP) [2],
as VoIP is a hi-directional communication, an AP becomeghich is a mobility extension of SCTP, has been proposed.
a bottleneck with the increase of VoIP calls. That is, VolRIthough mSCTP supports multi-homing and dynamic address
packets to MNs are liable to experience a large queuingconfiguration for mobility, the issue of the HO decision is
delay or packet loss due to buffer overflow in the AP buffarot discussed in details. The authors in [3] proposed an SCTP
because each MN and AP has almost the same priority lebalsed HO scheme for VoIP using a Mean Opinion Score
of frame transmission by following the CSMA/CA schemeg(MOS [9]) as an HO decision metric. This HO mechanism
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Fig. 1: The Miniature of a Process Control Plant for Indast8olid Materials
Fig. 2: Relationship between RTS Retry and MOS over Distance
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employs a probe message called heartbeat to estimate a Rd[]n[fl]' we showed that the information of the .MAC Iayer,_
Trip Time (RTT) and calculates MOS value based on t Lame retry., has a p"te’?“a' to serve as a significant metrlc.
RTT. However, since upper layer (above layer 3) informatio'H this section, we describe two HO metrics employed in our
such as packet loss, RTT, and MOS indicate end-to-eA§W proposed method.

communication quality, the information is varied due totbot

the wireless and wired network [4]. Therefore, the existin .

study could execute unnecessary HOs due to some fac OrSFrame Retries

in the wired network, such as temporgl congestion (not in In the IEEE802.11 standard, a sender confirms a successful

dt " d reliablv detect wirel link dit_Nt"?ansmission by receiving an ACK frame in response to the
need to promptly and reliably: getect wireless link Conaitioy .\ mitted data frame. When a data or ACK frame is lost,

Ey tixplomng the Iowti_r Izlayer (b_elowt Iayer42) mfo(rjmtem\xrtu[he sender retransmits the same data frame until achieving
urthermore, our practical experiments in [4] prove a, successful transmission or reaching a predetermined retr

number of fram.e retrie; on the MAQ Iayer. has the pmentiﬁr’nit. If Request-to-Send/Clear-to-Sent (RTS/CTS) is legah
to detect the wireless link degradation during movement bg'retry limit of four is applied, otherwise, a retry limit of

cause packets over wireless inevitably experience fraimese seven is applied. When frame retries reach the retry limé, th

be:;o rfe bsem? treatt(ajd iSHrgcr::et rLOSnSi. m emploving the n mb:sender treats the data frame as a lost packet. That is, we can
ef. [5] proposed a echanism employing th€ NUMBEL e ot the occurrence of packet loss in advance by utilizing

of frame retries as an HO decision metric through EJmalyticﬁ'ame retries. Moreover, unlike the RSS, frame retries can

rsrﬁgsdsyélhclz rggghgd’tuzvﬁvﬁ’:ﬂy (t:r? r;z?ﬁéz i?::;i}nlfem;;rrzpromptly and reliably detect the wireless link degradatiome
Issl u y iston wi ! to not only reduction of RSS but also radio interference and

other MNS. in a non-interference environment. On the Oth% llisions [4]. Therefore, frame retries allows an MN toefst
hand, previously, we proposed an HO strategy method consi feless link condition properly

ering the number of frame retries on the MAC layer [6] [7] [8]. .
This strategy employs single-path and multi-path transiois In ,[6]_’ we employed dqta frame reFry_as an HO decision
modes to execute soft-HO between two WLANS with differefP€ric i WLANS with a fixed transmission rate (11 Mbrs).
IP subnets. Although our previous method can detect thi®WeVer. in a real environment, almost all WLANs employ
degradation of wireless link condition due to both movemefit mul'u_-rate fun_ctlon Wh'Ch can_ghange the transn_wls_sme rat
of MN and radio interference, it cannot detect congestion &¢cording to wireless link condition. If the transmissiaxier

a targeted AP. This is because our previous method detééltg,mpped througf:jthedmrt:ltl-rgte ﬂ:ncnon, more mbgsi;n()d
wireless link condition based on only frame retries withodf/@ion type Is used and thus data frame retries are decrease

considering congestion at the AP. Therefore, in our previo hus, an MN cannot properly detect the degradation of wire-

method, an MN could execute an HO to a congested AP, a §S link quality only from data frame retries in multi-rate
then VoIP quality would be degraded WLANSs. We then consider RTS frame as an alternative metric

of data frame retries. As RTS frame is always transmitted at
I1l. HO DECISIONMETRICS the lowest rate (6 Mb/s), an MN can appropriately detect the
We discuss HO decision metrics that can precisely indicsggange of wireless link quality. To show the effectivenees,
wireless network condition. Many HO technologies emplolivestigate the behavior of RTS retry ratio when an MN moves
Received Signal Strength (RSS) on PHY layer as an H@vay from an AP through a simulation experiments.
decision metric. However, according to our practical exper Fig. 1a and Table | show a simulation model and parameters,
iments [4], RSS is very difficult for an MN to properly detecrespectively. Note that we employ MOS [9] to assess the
deterioration in communication quality because RSS fluetua VoIP quality where MO$ 3.6 indicates an adequate VoIP call
abruptly due to distance and interfering objects. It alstncd quality. We also employ RTS retry ratio instead of the number
detect the degradation due to radio interference. Furtbierm of RTS retries. The RTS retry ratio is calculated as follow:



Fig. 4: AP Queuing Delay and RTT between AP and MN ) o ) ) o
Fig. 6: Switching to Single/Multi-Path Transmission

Fig. 5: Relationship among AP queue length, RTT, and MOS Fig. 7: Switching to Single-Path Transmission

. estimate AP queue length based on RTT between MN and AP.
Number of RTS Frame Retries  aqjjystrated in Fig. 4, MN periodically sends a probe packe
Total Transmitted Frames 1) (ICMP message) to an AP and then calculates RTT between
the MN and the AP. The RTT increases in response to the
Note that the number of RTS frame retries and the tot@lcrease of AP queuing delay because a probe response packet
transmitted frames are sampled every 100 ms. to MN experiences queuing delay in the AP buffer. Therefore,
Fig. 2 shows a relationship between the MOS and RTS retfye RTT can be used to derive information about AP queuing
ratio as a function of distance between the AP and the Mielay. We then investigate the relationship between AP gueu
We can see that the MOS is degraded with the increase in {8Rgth and the RTT between MN and AP through simulation
RTS retry ratio when the MN moves away from the AP. Sincgxperiment using the simulation model in Fig. 1b. From Fig. 5
the RTS retry ratio is drastically varied due to the fluctorati we can see that the RTT increases with the increase of AP
of wireless link quality, we employ a least-squares mettwd §ueue length. The graph also shows that the RTT should be
grasp their trend and estimate the best fit of the occurresfcesept under 200 ms to satisfy adequate VoIP quality. Theeefor
RTS retry ratio over the distance shown as a straight line. Ty our proposed method, we employ RTT between MN and
straight line shows that an RTS retry ratio of 0.6 indicates tAP to estimate AP queue |ength and set the RTT threshold

starting point of VoIP quality degradation. Therefore, vé¢ s(RT'T_thr) of 200 ms to maintain the adequate VoIP quality.
the RTS retry ratio of 0.6 as one of the thresholds to execute

the HO in this study. IV. PROPOSEDHO STRATEGY

RTS Retry Ratio =

B. AP Queue Length As described in Sec. Ill, we employ both RTS frame retry

With the increase of VoIP calls in a WLAN, packets queuettio and AP queue length as HO decision metrics. To adapt
in an AP buffer are increased as well. When AP qued@ multi-rate and congested WLANSs, we then propose an
length increases, each of the packets queued in the AP buffy Strategy method based on reference [6]. In [6], an MN
experiences a large queuing delay or packet loss due torbufl@s two WLAN interfaces (IFs), and an HO Manager (HM)
overflow. Consequently, the queuing delay and the packst |d@Plemented on transport layer controls HO based on HO
severely affect VoIP quality of MNs. decision metrics.

Unfortunately, the IEEE802.11 (a/b/g/n) standard does not _ . .
provide a mechanism to inform MNs of AP queue length. Single-Path and Multi-Path Transmission
Therefore, to maintain VoIP quality, an MN needs to deteet th Our proposed HO method employs multi-homing similar
congestion of the AP from an MN side. We then investigate tite [6]. The HM properly switches between single-path and
relationship between the number of MNs (VoIP calls) and ARwlti-path transmission modes in response to wirelessor&tw
qgueue length through simulation experiments using Qualrendition. Single-path transmission mode means that an MN
4.0.1 [10]. Fig. 1b and Table | show a simulation model ancommunicates with a CN using only one IF. Multi-path
parameters, respectively. In the simulation scenario, Mis transmission, on the other hand, means that an MN sends
randomly located in a WLAN. Fig. 3 shows the relationshiguplicated packets to a CN through two IFs to support soft-
among the number of MNs, AP queue length, and MOS. FroHO.

Fig. 3, we can see that VoIP quality of MNs (MN MOS value) Fig. 6 shows an algorithm of switching to single/multi-path
degrades with the increase of AP queue length. On the otlimsmission when an MN is located in an overlap area of
hand, at the CN side (CN MOS value), VoIP quality is kept itwo APs. An MN associated with two APs (AP1 and AP2)
adequate quality even if the number of VoIP calls increasdgansmits a probe packet at every 500 ms intervals to estimat
That is, a bottleneck of AP seriously affects only flows from\P queue length of each AP. If both RTT values between
AP to MNs. MN and AP1/AP2 are below an RTT threshol®XT_thr:

From Fig. 3, we found the significance of the AP queu200 ms), an MN detects that both APs are not congested.
length. However, how can MNs detect AP queue lengifhen, the MN investigates RTS frame retry ratio of the curren
without modifying an AP? Therefore, we propose a method &xtive IF since it also affects wireless link condition. fifet



Fig. 10: Calculating RTT from captured probe packet andiobtg the right to send probe packets

gueue length.
To avoid the ping-pong effect, we extend the strategy
proposed in Sec. IV-A. In the extension method, all MNs first
Fig. 8: HO based on RTS Frame Retry Ratio examine their own current transmission rate before exeguti
HO. Fig. 9 shows an algorithm of HO based on transmission
rate. A WLAN provides a multi-rate function that can change
the transmission rate dynamically based on wireless link
condition. As mentioned earlier, since an MN with lower
_ o transmission rate occupies more wireless resources, the MN
Fig. 9: HO based on Transmission Rate is liable to lead to congestion of an AP. Moreover, as MNs
with the lowest transmission rate typically are far awaynfro

. . . _the connected AP, that is, near the edge of its coverage, they
RTS frame retry ratio reaches a retry ratio threshold oflsing have to execute handover as soon as possible to maintain thei
path (R_Sthr: 0.6), the HM switches to multi-path mode to P

; . . . iy mmunication lity. Therefore, in the pr hem
investigate both wireless link condition of these two IFs communication quality erefore, in the proposed scheme,

well as supporting soft-HO. On the other hand, if the RTT Ns with the lowest transmission rate (6 Mb/s) first execute

AP1 reachesRTT thr, i.e., AP1 is congested, and an M,\‘Iﬁo. Then, if the AP queue length is still high even after

, . , > . Time_thr (CurrTime — LastTime) of 2 seconds expires,
switches to the AP2 directly without switching to multi-pat Ns with the next lowest transmission rate (12 Mb/s) starts
mode because multi-path mode may cause a serious conges,[ci)orelxecute HOs. Note that an MN does not need to know
in WLANS. If both measured RTTs readR11_thr, an MN ’

: . ; . o . the transmission rate of other MNs because we assume that
then investigates the wireless link condition by using tiSR : . ; :
. . every MN employs this algorithm to deal with the issue of
frame retry ratio of the current active IF.

. . - .. synchronization of all MNs’ transmission rates.
In a multi-path transmission, to maintain \VoIP quallty,y

an MN sends duplicate data packets through two WLA
IFs, hence, the MN needs to switch back to single-path
transmission as soon to prevent unnecessary network aderlo If every MN measures RTT by using probe packets ac-
As shown in Fig. 7, an algorithm of switching to single-patigording to the method proposed in Sec. IV-B, these probe
transmission works as follows. First, an MN measures RTPp&ckets may aggravate congestion in a WLAN. To eliminate
of both APs. If either of the RTTs is below tHeT'T_thr, the the redundant probe packets, we also extend the strategy of
MN switches to an IF with a smaller RTT. If both RTTs areection IV-B, in which one representative MN sends a probe
below the RTT_thr, the MN then compares the RTS framedacket to the AP and all MNs including the representative MN
retry ratio of both IFs. Fig. 8 shows an algorithm for théneasure RTT by capturing the probe and probe ACK packets.
comparison of the RTS frame retry ratio obtained from bothhis method works as follows (see Fig. 10).

IFs. If both RTS frame retry ratios of the IFs are equal, the Each MN first monitors all packets over a wireless link
MN continues multi-path mode. On the other hand, if eithdrefore sending a probe packet. If it finds a probe packet
of the frame retries is below the retry threshold of multtkpa sent by another MN, it cancels sending a probe packet and
(R_Mthr: 0.4), the MN switches to single-path mode througmeasures RTT by using the probe packet sent by another MN.

Elimination of Redundant Probe Packets

the IF with a small retry ratio. As each MN captures the header of all received packets, it can
) ) identify whether a captured packet is a probe packet or not by
B. Deal with Ping-Pong Effect observing the frame length of the ICMP message (64 bytes).

If all MNs send probe packets to measure the RTT be- Furthermore, an MN can also identify whether a probe
tween MN and AP as proposed in Sec. IV-A, the MNgpacket is for request (ICMP Request) or for reply (ICMP
may unfortunately detect congestion of the serving AP (e.qResponse) by observing the MAC address of the probe packet
AP1) at nearly the same time. Then, all MNs may switchecause all MNs connected to an AP can identify the MAC
the communication to a neighbor AP (e.g., AP2) and leaealdress of the AP. Therefore, if tidestination MAC address
the AP1 simultaneously. As a result, neighbor AP2’s quewd the captured packet is that of the AP, each MN can judge
length is drastically increased, and then, all MNs deteet tithe packet as probe request packet transmitted from another
congestion at the AP2 and switch back to the AP1 again. TIMN. On the other hand, if theource MAC address is an AP’s
phenomena is typically called ping-pong effect and leads ¢me, then each MN judges the packet gwa@be reply packet
degradation of VolP quality due to fluctuation of both AP&ransmitted from the AP.
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Fig. 11: Simulation Model 2

In Fig. 10, probeReq_Time and probeReply_Time are
the receiving time of the probe request transmitted from
another MN and the probe reply transmitted from the AP,
respect!vely. As every MN can identify whether a capturedueue length but also degradation of wireless link conaljtio
packet is a probe request or probe reply, it can calculate %ﬁ\l .

. : . s autonomously and properly execute HO in response to
RTT (probeReq_Time — probeReply_Time) properly. This . . .
g the change in the wireless network condition even under the
method can eliminate the redundant probe packets becausrt-%- osted WLAN environment
only one representative MN sends probe packets and all mkR"Y '
measure the RTT by capturing existing probe packets over a VI. CONCLUSION
wireless link.

If an MN that sends probe packets leaves a WLAN, one of
the remaining MNs needs to start sending a probe packe 0
order to measure RTT. Here, we describe how an MN obtai | d buff f| q ket | t the AP buff
the right to send probe packets. First, all MNs always exami elay an it u erVoI\I/Der ovvlgt tpac % I\ﬁlfls da 3 UMEIE\;.
the diffrence between the last receiving time of a probe gack S a result, as VoI qualily towar egrades, an

(ProbeLastTime) and the current timeCurrTime). If the and a CN cannot continue conversation. To maintain VolP
difference is greater thal ait_Interval time (twice probe quality during HO, we proposed an MN-centric HO decision

packet sending intervab00ms x 2), first, MNs with the lowest s'ir?rt]egisstlmdatlng lAItD qu;l_:_es Ifngth to tdEte?tl\;r;\le tcor;gfstlto
transmission rate in a WLAN try to send a probe packe e and explorting rame retry o 0 detec

This is because a probe packet sent at the lowest transmis ¢ deterioration of wireless F:ommun|cat|on quality duéhie
rate can be captured by almost all MNs in a WLAN due t ovement of the MN. We first found that AP queue length

the use of more robust modulation that inherently has a lar 3s a pOtﬁﬂnli:al to Setr\:je. asﬂan }k;'to' diﬁf'on metzlc. ';'r? v]\c/ever,
transmission range. Note that the timing to send a probegpac nce an cannot directly obtain queue length irom

among MNs with the same transmission rate is determined %9 AF’ V\{[e 2npwp|oyed ? pr(t)r?e tp;}ckeht/lee%han;:smthm arder
WaitingTime, which is the random waiting time. That is, estimate queue length at the Side. Furthermore,

an MN with the smallestV aitingTime can send a probe only the one representative MN exchanged probe packets with

packet as the representative MN. Then, if other MNs with tﬁge '.A‘P for_ehmmatmg the redundant packets as much as
sible. Simulation results showed that our proposed HO

lowest transmission rate captures a probe packet sent by Eﬁgtegy can autonomously and promptly detect the wireless
representative MN, th ancel sendin r ket. iy . ) : : .
epresentative » they cancel sending a probe packe network condition in WLAN, i.e., wireless link condition

V. SIMULATION EXPERIMENT and congestion state at APs, thereby maintaining adequate

In this section, we show the effectiveness of our propos¥g!P auality during HOs even under a congested WLAN

HO strategy through simulation experiments using Qualn@gvironment.
4.0.1 [10]. We also employ our previous HO strategy [6] as a
comparative method. In our study, we use MOS to assess the o i i
VoIP quality. This work was supported by the Kinki Mobile Radio Center
Fig. 11 and Table | show a simulation model and parametel@c-' the Telecommunications Advancement Foundation, and
respectively. In the simulation scenario, 15 MNs are rarlgorri® Japan Society for the Promotion of Science, Grant-th-Ai
located in a wireless area and move randomly at the spd@f Young Scientists (B).
of 1 m/s in two APs’ coverage area. We then evaluate MOS
value of MN and AP queue length. Fig. 12 shows results _ N
for comparative and proposed methods, respectively. Froff Cbg;rk'”s (Ed.), “IP Mobility Support for IPv4," IETF RE3344, Aug.
Fig. 12a, in the comparatl\_/e method, we can see that tk[@] S. J. Koh, et al., “Mobile SCTP for Transport Layer Mobyjfi draft-
average of AP queue length is extremely high and MOS of MN  reigel-sjkoh-sctp-mobility-04.txt, Internet draft, IETEun. 2004.
does not satisfy the adequate VoIP quality (ME€86) at all, [l 3/05‘3 F“Zps\t/fli‘;kNEt F"j"-' “A”f fggéo?:%‘l\}g T;ansggfot GLaWa”dO"ef of
. . ._ IP over ) Proc. o , Jan. .
i.e., Avg. MOS of 1.86. On the other hand, in Fig. 12b, our newy) «_Tsukamoto, et al., “Experimental Evaluation of DecsiGriteria for
proposed method can almost maintain adequate VoIP quality WLAN handover: Signal Strength and Frame RetransmissionCEE|

(Avg. 3.60) during the simulation time though including sem ;B%’;S- on Communications, Vol. E90-B, No. 12, pp. 3579-3596¢.D
degradations. Therefore, since our new proposed method C&f 1 velayos and G.Karlsson, “Techniques to reduce the HEE.11b

promptly and reliably detect not only the increase of AP  handoff time,” Proc. of IEEE ICC, Vol. 7, pp. 3844-3848, Juf0a.

Fig. 12: Variation of AP queue length and MOS

VOWLANSs have many challenges because VoIP is a delay
d packet loss sensitive application. In a congested WLAN,
IP packets routed to MNs often experience a large queuing
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