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Although propaganda has always been a part of political
discourse, the deep and wide-ranging scope of these campaigns
raize critical public interest concems.

Cyber troops' are defined as government or political party
actors lasked with manipulating public  opinion  online

(Bradshaw and Howard 2017a). We comparatively examine
the formal organization of eyber troops around the world, and
how these actors use computational propaganda for political
purposes. This involves building an inventory of the evolving
strategies, tools, and technigues of computational propaganda,
including the use of 'political bots” to amplify hate speech or
other forms of manipulated content, the illegal harvesting of
data or micro-targeting, or deploying an army of ‘trolls’ to bully
or harass political dissidents or journalists online, We also track
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Executive Summary

[I_R:CI IT1 |'_' j—dli.{ 1N ’L'-]il Cwver the past three years, we have monitored the

global organization of social media manipulation by

propagar 1da — the governments and political parties. Our 2019 report

g3t Al i analyses the trends of computational propaganda
use of algorithms

; and the evolving tcols, capacities, strategies, and
ESOUrces.
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1. evidence of organized social media manipulation
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data to Ehc 1De pu blic campaigns which have taken place in 70 countries,
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> DELUITTITIG 2017, In each country, there is at least one political
a pervasive and party or government agency using social media to

shape public attitudes domestically (Figure 1),

l'J"Ml‘\‘]UH'L'. IS lh‘“ I f 2. Social media has become co-opted by many
-i:"x.f'f;'_"'}-"._"i avy ||| =t authoritarian  regimes. In 26 countries,
P, s B computational propaganda is being used as
a tool of information control in three distinct
ways. to suppress fundamental hurnan rights,
discredit political epponents, and drown out
dissenting opinions (Figure 7).

3. A handful of sophisticated state actors use
computational propaganda for foreign influence
operations.  Facebook and  Twitter  attributed
foreign influence operations to seven countries
(China, India, Iran, Pakistan, Russia, Saudi Arabia,
and Venezuela) who have used these platforms to
influence global audiences (Figure 3).

4. china has become a major player in the global
disinforrnationorder. Untilthe 2079 protests inHong
Kong, most evidence of Chinese computational
propaganda occurred on domestic platforms such
as Weibo, WeChat, and Q0. But China’s new-found
interest in aggressively using Facebook, Twitter, and
YouTube should raise concerns for democracies

5. Despite there being more social networking
platforms  than ever, Facebook remains  the
platform of choice for social media manipulation.
In 56 countries, we found evidence of formally
organized computational propaganda campaigns
on Facebook. (Figure 4).




Report Methodology

The methodology for
this report consists of
four stages:

1. a systematic content
analysis of news
articles reporting on
cyber troop activity;

2. a secondary
literature review of
public archives and
scientific reports;

3. drafting country
case studies; and

4. expert consultations.
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FIGURE 1 - THE GLOBAL DISINFOEMAT IOK ORDER
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FIGURE 2 - COMPUTATIOMNAL PROPAGANDA AS A TOOL OF INFORMATION CONTROL
AUTHORITARIAN COUNTRIES DEPLOYING COMPUTATIONAL PROPAGANDA
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FIGURE 3 - FOREIGN INFLUENCE OPERATIONS ON SOCIAL MEDIA
COUNTRIES ATTRIBUTED BY FACEBOOK AND TWITTER FOR ENGAGING /N FOREIGN INFLUENCE OPERATIONS
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TABLE 5- CYEER TROOP CAPACITY
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Moles on Team Size, Training and Spending
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TABLE 5- CYBER TROOP CAPACITY continued
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Country Motes on Team Size, Training and Spending
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