Cybersecurity Governance, Risk and Standard

Cybersecurity as part of information security will continue to increase a serious risk to society with interconnected network. The convergent game changer are ubiquitous broadband, IT-centric business and society, and social stratification of IT skills. Threat, vulnerability and cybersecurity risk must be identified to design appropriate control for the corresponding risk universe and scenarios. Risk and control categorization will ease the design and implementation of cybersecurity control. The comprehension of organizational control, social control, technical control and process controls will help control design and increase control effectiveness. Harmonized or unified internal control framework will be discussed.
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