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Cybersecurity is emerging within the fields of
information security and traditional security 
to address sharp increases in cybercrime and,
in some instances, evidence of cyberwarfare.

Cybersecurity includes the protection of
information assets by addressing threats to
information that is processed, stored and
transported by internetworked information
systems. 

CYBERSECURITY – INFORMATION SECURITY



CYBERATTACK TAXONOMY



CYBERSECURITY SYSTEM DYNAMICS



ASSURANCE – THREE LINES OF DEFENCE



RISK BASED CATEGORIZATION OF CONTROL



ORGANIZATION LAYER CONTROL 



SOCIAL LAYER CONTROL





INTERNAL CONTROL (COSO 2013)

Internal control is defined as follows:
Internal control is a process, effected by an entity’s board of directors, 
management, and other personnel, designed to provide reasonable 
assurance regarding the achievement of objectives relating to operations, 
reporting, and compliance.



COBIT
SNI ISO 38500

Internal Control 
Framework COSO

HUBUNGAN ANTAR KERANGKA

PP60/2008 
Sistem Pengendalian Intern 

Pemerintah

T
a
ta

 K
el

o
la

T
a
ta

 K
el

o
la

 T
I

M
a
n
a
je

m
en

 T
I

Panduan Umum Tata Kelola TIK Nas
+

Kuesioner Evaluasi Pengendalian Intern TIK

SNI ISO 27001SNI ISO 20000



PERATURAN PEMERINTAH RI NO 60/2008 SPIP 



Pasal 3 (1) d. Information and 
Communication Internal Control

Pasal 3 (1) c. Internal 
Control Activities

Pasal 3 (1) b. Internal Control 
Risk Assessment

Pasal 3 (1) a. Internal 
Control Environment
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Pasal 3 (1) e. Internal 
Control  Monitoring
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Hubungan PP60/2008 SPIP dan Tata Kelola TI



PP60/2008 Sistem Pengendalian Intern 
Pemerintah

Tata Kelola Teknologi Informasi, 

PUTK-TIK Nas + KEPI-TIK v1.2.1

Best Practice (Operasional)

SNI ISO 20000-1 
Manajemen Layanan 
Teknologi Informasi

SNI ISO/IEC 27001 
Sistem Manajemen 

Keamanan Informasi



Kerangka dan Standar Keamanan Informasi

SNI ISO 
38500

COSO
PP60/
2008

COBIT for 
Information 
Security

SNI ISO 27014:2014 
Tata Kelola 
Keamanan 
Informasi SNI ISO 

2700x
Common Criteria
SNI ISO 15408
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SERI SNI 15408 – KRITERIA EVALUASI KEAMANAN TI

ISO/IEC 15408-1:2009 Evaluation criteria for IT security - Part 1: Introduction and general 
model 

SNI ISO/IEC 15408-1:2013 Teknologi informasi - Teknik keamanan - Kriteria evaluasi 
keamanan teknologi informasi - Bagian 1: Pengantar dan model umum 

ISO/IEC 15408-2:2008 Evaluation criteria for IT security - Part 2: Security functional 
components 

SNI ISO/IEC 15408-2:2013 Teknologi informasi - Teknik keamanan - Kriteria evaluasi 
keamanan teknologi informasi - Bagian 2: Komponen fungsional keamanan 

ISO/IEC 15408-3:2008 Evaluation criteria for IT security - Part 3: Security assurance 
components 

SNI ISO/IEC 15408-3:2013
Teknologi informasi - Teknik keamanan - Kriteria evaluasi  keamanan teknologi informasi -
Bagian 3: Komponen jaminan keamanan
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