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Key Concepts

Digital Chaos

Transform seria video stream into parallel streams
Developed scalable encryption processors

FPGA (Xilinx) with 30 execution units

With adequate data feeds reaches 14.85GBPS(all
frames encrypted)

64 execution unit chip attains 25GBPS



Markets

Video security and copyright protection

Mobile market — Low power, cost, overhead
such as wireless |lan and cellular phone

Set-top market
Corporate
PC

New



Comparison with BCM 5840

(BCM5842:the world' s first single—chip security processor)

Ours (Chaos) BCM5842 (BROADCOM)

No Limit, Full Scalable. Scalable up to 4.8 Gbps

Ex. Scalable up to 40 Gbpsin case of
Vertexll FPGA (xcv1000)

Demo on 25Gbps encryption done
In June, 2002.

Vector Stream(Chaos) AES




14.85 Gbps Real-Time Encryption of HDTV (Demo)
(The first demonstration of realtime encryption of HDTV intheworld.  Date: April 2003)

= e i Yy, i,

Decrypted HDTV (Left) versus Encrypted HDTV (Right)



Dlgltal Chaosm aReaI World

January, 2004




Digital Chaos Observed in Mobile
ChaosCDMA terminal.
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Encryption - Cipher

Cipher is a method for encrypting messaged

Plain Text . ——g| Encryption | ——3 Cipher Text,—g{ Decryption | ——pp| Plain Text
Algorithm Algorithm

I 4

| |

Key A Key B

The key which is an input to the algorithm is secret

- Key is a string of numbers or characters

- If same key is used for encryption & decryption the algorithm is called
symmetric

- If different keys are used for encryption & decryption the algorithm is
called asymmetric



Simple Dynamics— Caesar Cipher

e (Caesar Cipher is a method in which each letter in the
alphabet is rotated by three letters as shown

ABCDEFGHIJKLMNOPQRSTUVWXYZ

v

DEFGHIJKLMNOPQRSTUVWXYZABC

e Let us try to encrypt the message
- Attack at Dawn

Assignment: Each student will exchange a secret message
with his/her closest neighbor about some other person in
the class and the neighbor will decipher it.



More Complex Dynamics - Polyalphabetic Cipher

Developed by Blaise de Vigenere
- Also called Vigenere cipher

Uses a sequence of monoalpabetic ciphers in tandem

- e.g.Cy,

Car o €1, G

Plain Text

ABCDEFGH I JKLMNOPQRSTUVWXYZ

v

C1(k=6) FGHIJKLMNOPQRSTUVWXYZABCDE
C2(k=20) TUVWXYZABCDEFGHIJKLMNOPQRS
e Example

Message:

Bob, I love you.
Alice

Encrypted
Cipher: Message:
Monoalphabetic Gnu, n etox dhz.

Cipher tenvj

*

Key

—»




Requirmentsfor Dynamicsof Cipher

Dynamics is reversible.

Dynamical State => Information Bit

Uniform Randomization in reversible dynamics.
“Some Computationally irreversible™

In reversible dynamics.

ABCDEFGHIJKLMNOPQRSTUVWXYZ

v

DEFGHIJKLMNOPQRSTUVWXYZABC




Dynamics (Encryption Process) of Cipher

Dynamics is reversible.

Dynamical State => Information Bit

Uniform Randomization in reversible dynamics.
“Computationally irreversible” in reversible dynamics.

ABCDEFGHIJKLMNOPQRSTUVWXYZ

v

DEFGHIJKLMNOPQRSTUVWXYZABC




What is Digital Chaos?

A new chaotic dynamics
which is suitable to digital signal processing

1

|s there unique digital chaos
whose anal ogue counterpart
(analogue chaos) does not exist?




Dynamical System over R
Xn+1=F(Xn) XneR
=>

Dynamical System over Finite Field

Yn+1=F(Yn) Yne Zp

Zp=[0,1,.....,p-1]



Permutation Polynomia module 2*n

- Examples: Prime Primitivein RC6 Cipher

Y X*(2X+1) mod 232

which isvery similar to the chaotic map Y =2X* X-1.

|s there arigorous relation between a class of permutation

Polynomials and Chebyshev Polynomials?



Example: Y=X*(2X+1) mod 8

01234567
lX’\ZmodS
014 1 0 1 4 1
| 2X"2mod 8
0 20 20 2 0 2
+ mod 8
0 12 34 5 6 7 «——X




- Some Computational Irreversibility of
F(x)=x(2x+1) mod 20

S

n=32

f2(X)=  xDIBBE + 85 + DYBBIZHK + 2450 + LDYBBRC - 3YBX + PAYRIRNK
BROK -+ LRATTRXY + 17190104K -+ A773BXE + SEONTIERKE + ZABTIRKE +
SRBODXC -+ 1URUXKE . 21556xX -+ 363X TR BXE -
TE35XL + 1B X+ 30 -+ BRI + Ty + XBBURI -
BISZIBXE - BI0RI2736xX + SERIERNE + 2UrS8 + 2U73BXS  mod 232



Some Computational Irreversibility of
f(X)=x(2x+1) mod 2"

n=64

f LX) = x- 1BYEHATBOERIEU + 8+ IBYBIANEERISBK + 24X+ I8VEIATEE2R - 88X +
IBYEIVEREEONE X + 18YBAEOEZ2XL -+ 7o 18VemA ISRy e
FOT7IE - IBVHABIRIRIERE - AARISRROXD + 18YA/ B PESEEHXY - BI7PBII0K +
1BUAT 2 TBIEREBXE + IZINNSBIRIDX + ISVERISISRISERE + GORITRIGN +
1 BEIERIEGX -+ A+ 1SRRG 9T IOISERE -
BB . BIBIIRETY + U2 HESEREE IR RmIg»e
TERI7ZERERICIRY SR IPITORE RN TRERIERX - 101G ISR +
SURITHYINSEH R + RIUALT 7 EEBX - SEVIONEERIR0RY + 7AAEr RIS BUX +
TTERIERIZRIRRE  DRIBIGZEIRD U PTIERETOXY + 1822V RYBROR +
TR RIOTRRYY 1530 ISIB XS VRIS RESGTIR X+ AT IR YOSy
1PBIRBTOOIRXE : QS BEEHEBKY + PO EEEIRE 7B MR
IEREREUIBRY  JFBEIANEIX 16 RIEERENC + WF+

_ TFRIRURSG - IRIGIDRY MO IRISRXY AT RRIZ3RIGR +

-mm?mm?mm@m@.




Why Permutation Polynomial is |mportant?

- Man ReAssonr..

A permutation polynomial preserves
a uniform invariant measure.




A Chebyshev polynomial of degreep Isa permutation
polynomial module 2*n

If and only if pisan odd natural number.




Dynamicsof Cipher

Dynamics is reversible.

Dynamical State => Information Bit

Uniform Randomization in reversible dynamics.
“Computationally irreversible” in reversible dynamics.

ABCDEFGHIJKLMNOPQRSTUVWXYZ

v

DEFGHIJKLMNOPQRSTUVWXYZABC




The fastest stream cipher in the world at 25 Gbps

VECTOR STREAM CIPHER

Digital Chaos Dynamicsin Cipher



Features of Vector Stream Cipher

Full Scalable Cipher Chip Architecture

The fastest encryption speed record ( 25 Gbps) in the world
Reconfigurable Chip Implementation

FIPS140-2, NIST800-22 Randomness Test Passed

Patented Technology ( JP3030341, US Patent Approved)
1.4 Gbps LVDS Interface for 1 Gbps Encryption Demo

Very Low Power LS| Chip Implmentation
(70MHz for 14.85 Gbps Encryption)




Scalability Features in Encryption

Gate Size
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Type of
Algorithm

VSC 1024

VSC 512

VSC 256

VSC 128

Table: VSC Implementation Result Based on Heron-FPGA Evaluation Board

Encryption
Speed

21.06 Gbps

25.62 Gbps

12.88 Gbps

7.033 Gbps

Size

1024bit

512bit

256bit

128bit

Clocks

20.57M
Hz

50.05M
Hz

50.33M
Hz

57.05M
Hz

Gate Size

156,479

141,112

70,703

36,323

Implementation

Efficiency

[Kbps/Gate]

134.6

181.6

182.2

193.5



Permutation Polynomia module 2*n

- Examples: Prime Primitivein RC6 Cipher

Y X*(2X+1) mod 2/32

which isvery similar to the chaotic map Y =2X* X-1.



Example: Y=X*(2X+1) mod 8

01234567
lX’\ZmodS
014 1 0 1 4 1
| 2X"2mod 8
0 20 20 2 0 2
+ mod 8
0 12 34 5 6 7 «——X




Basic Concept of our chaotic cipher(Ex. 3D Case)
using permutation map: G(x,y)=y(2y+x) mod 2"

[ X ][ Y() M Z(1 ]]
L L L

- | 4
Digital Chaotic Map

with a parameter
Y (2)=G(X(2),Y (1))

/

Digital Chaotic Map
X(2) F X(1))

Digital Chaotic Map
with a parameter

Z(2)=G(Y(2).4(1))

L Il L1
[ X 2 M Y(2) I 22 N

=

Bit Rotation ]




V SC128 Nonlinear Function

VSC32 @ VSC32 g VSC32 @ VSC32 g VSC32 g VSC32 g VSC32 | VSC32

VSC32 g VSC32 g VSC32 @ VSC32 | VSC32 g VSC32 g VSC32 | VSC32

5bit Left Rotation 128bit(Right Part)

== Data Flow 4 N

128bit
Cipher Text
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Figure : Schematic Diagram for Encryption/Data Processing Function of HDTV Encryption System.




14.85 Gbps Real-Time Encryption of HDTV (Demo)
(Thefirst demonstration of realtime encryptionn of HDTV)

Decrypted HDTV (Left) versus Encrypted HDTV (Right)



New Post-Partners Project

B Network Structure of New Post-Partners Project
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Encryption/Decryption Unit
for New PP Satellite Networks
A4 Size)

RS-449/422 port
(connect to IDU)

\ BESE R T
s [
]_—':E‘:_-' i '.1
]
#

J
video inputfoutput
) o B

, |
FPGA : Nt -
encryption/decryption, EEETERER— |




Block diagram of encryption module
(TX)

‘}riden _I encryption
from video nput (vse)

S0Urce

delay
contrall

._E.ffl.— aDRAM ﬂ— MK
ta video —

momnitor
sparce frame

— controlling

o 5448 buffer |4 SDRAM buffer MUK
to IO interface

dip swhtch

L




Block diagram of decryption module
(RX)

dencryption
(VSC)
video
to uid':ao_ output I’ MUX
monitor lg——d| delay lo—ud
controll
dip switch

sparce frame
controlling

—y  pbuffer p—=_ SDRAM = buffer

RS-449
interface

from IDU




CRL (Japan) -> I TB(Indonesia)
and CRL (Japan)

(Encryption of Multicast)

I'TB CRL

( ) 4 )
; ‘ IDU IDU
encription HE , decription S
Q module P f chi _ S| module
Pl
f1 V] fl
decription S chi e ch2 encription
mmmmmm Vo module
(N J

\\
satellite



I TB(Indonesia) Recived a decrypted image at
CRL (Japan) transmitted by NPPP Satellite
Link on Oct.27,2003)




I'TB (Indonesia) Recieved
an Image partially encrypted
transmitted by CRL (Japan) on Oct. 27




Backagrounds. Chebyshev Polynomials

1.5

Chebyshev Maps

T || LN i ] | )
Chebyshev Map 7T5(x) ——
Chebyshev Map 7,(x) —-->--
Chebyshev Map 73(x) ---%---
Chebyshev Map 75(x) - £ 55 R

ad ) g
P iy _-q".‘d’ % m '3-34 oy

0 02 04 06 08 1
X

Multiplication
Formula:
T(a,cos0 )=cos(ab )

T(0,x) =1
T(1,x) = x
T(2,X) = 2x%-1
T(3,X) = 4x3-3x




Chebyshev Pol ynoml lals for Communications

(2) I\/I|X|nq Propertles (Adler and Rivin 1964)
(3) Explicit Ergodic Invariant M easur es.

(Ulam-von Neuman,1947; Adler-Rivin,1964 )
(4) Commucativity:(cleag: from definition)

(1) ,(4) - Lebesgue Spectrum bases.
(K.U, 2001)

(2) , (3) - Monte Carlo Computing:(K.U,2000)
3)..(2).(1) - Spreadin uencesfor CDMA:




Commutativity
j} o Eu(j::] — j'-*‘I.rn o ﬂ(mj — Erd(mjn {1:]

Examples of Chebyshev polynomials over a fi-
nite field GF (7)

S3(X) = T3(X)mod 7 = 4x® + 4,
Sy X)= Tylz)mod7=z*+6224+1,---. (2)
Sp(X) =T,(X)mod 7

S o Smlimjl = 5,0 Sf[mj = Sﬂd[m:] |[3:]

where x € GF(n).







A Chebyshev polynomial of degreep 1sa permutation
polynomial module 2*n

If and only If p isan odd natural number.



e

Public-Key Distribution System

Table 1:Public-Key Distribution Systems

Alice Bob
Public Key x xX
Private Key f2l o)
Chaotic Maps over a Finite Field | T,(x) modn | T,(x) mod n




Commutativity

j} o Eu{:}:] — j'-*‘I.rn o j}{m] — Erd{mjz [1:]

Examples of Chebyshev polynomials over a fi-
nite field GF(7)

S3(X) = Ty(X)mod 7 = 4z + 4x,
Sy X)= Tylz)mod7=z*+6224+1,---. (2)
Sp(X) =Tp(X)mod 7
-'Srf © S’.ru[m) = S’.rn © S[[ﬂ'::] = Sﬂd[m) [3:]
where z € GF(n).




Steps:

1. Alice picks up a random integer p from the integers
2,..,n—1.
2. At this moment, she has a secret key p but sends

Y =T,(X)modn, for 1< X <n (4)
to Bob.
3. Bob picks up a random integer g from the integers
2,...n— 1.
4. Bob sends

Y'=T)(X)modn, for 1< X <n (5)
to Alice.

5.Now Alice can compute
Z=T,(Y)=T,0Ty(X)=T,p(X) (modn). (6)
6. Bob can compute
Z'=T,(Y)=T,0T,(X)=T,(X) (modn). (7)

7. Now Bob and Alice have the common key Z:

Z=217 (8)

because of the commutativity (3).




Example:

n — 9200 _

1606938044258990275541962092341162602522202993782792835301376
(9)

and X = 123.

Alice picks up a private key p(= 251) and sends

Y =T,(X)modn =

1051937263758371990097586384146037381059241137335343438748379
(10)

to Bob.

Bob has a private key ¢(= 127) and sends

Y'=T,(X)modn =

389805704436066900356221107082190652128452589999625926802555
(11)

to Alice.

Now Alice can compute

Z =T,(Y")modn =

1209219195210417873778621423700158842142848251849230516156123.
(12)

On the other hands, Bob can compute

Z' =Ty(Y)modn =

1209219195210417873778621423700158842142848251849230516156123.
(13)

Thus, in this case, Alice and Bob have the 200-bit common




secret key

7 =

1209219195210417RT37T7T8621423700158842142848251849230516156123.
(14)

No one but Alice and Bob knows either p or ¢ so anyone

else must compute Z from Y and Y’ alone.

The security of this public key distribution system relies
on the difficulty about the problem ,given Y € GF(n), of
finding an index [ of the Chebyshev map ¥ = Tj(z) over
GF(n). Note that for m < n),

Y = Tu(X) = a,, X"+ (lower order terms inX') mod n

(15)
where,

am =2"1 mod n. (16)

An Exponential key exchange as originally proposed by

Diffie and Hellman, where an exponential function
Y=X" mod n for X € GF(n) (17)

is used for constructing a one-way function called the dis-

crete logarithm over GF(n).



Summary

* New notion of digital chaos and itsrelation to
cryptography Is introduced.

Scalable vector stream cipher is introduced.
Realtime partial encryption isrealized with V SC.

We show that Chebyshev polynomials of odd
degree are permutation polynomia module 2*n.

Construction of New Public Key Key Exchange.

Application includes satellite encryption which are
directly applicable to secure TV conference,

e-learning and e-health.
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